Romanian ID Issuer

EOAPI v1.0
Request for feedback

[Notes: The data model is according to TPD List of Specifications v1.2]



Document History

Version

Date

Change

V0.1

05/07/2019

Initial version of EOAPI

V0.5

10/07/2019

Adding authentication details

Enhance the management of entities involved (economic operators,
facilities, machines) by adding POST, PUT and DELETE operations

Adding the details about encoding the unique identifiers for all entities
involved (economic operators, facilities, machines)

V0.6

24/07/2019

Correcting the encoding of unit level and aggregated identifiers

Adding details for human readable encoding of unit level and aggregated
identifiers

V0.7

7/08/2019

Adding the 404 response for the following calls:
GET /EconomicOperators/{id}

PUT / EconomicOperators /{id}

DELETE /EconomicOperators/{id}

GET /Facilities/{id}

PUT / Facility /{id}

DELETE /Facility/{id}

GET /Machines/{id}

GET /Machines/{id}

PUT /Machines/{id}

DELETE /Machines/{id}

GET /UnitLevelldentifiers/{requestld}/status

PUT /UnitLevelldentifiers/{requestld}/recall

GET /UnitLevelldentifiers/{requestid}

GET / AggregatedLevelldentifiers /{requestld}/status
PUT / AggregatedLevelldentifiers /{requestld}/recall

GET / AggregatedLevelldentifiers /{request|d}

V1.0

17/09/2019

Clarifications on Recall APl and UIDs




Authentication

The authentication is performed according to OAuth 2.0. Please see bellow a bash script for obtaining the
access token:

access_token=S(curl 'https://ridis1/auth/realms/idissuer/protocol/openid-connect/token' -H 'Content-
type: application/x-www-form-urlencoded' --data "grant_type=password&client_id= idissuer-authz-
client&username=test&password=Test123!")

echo Saccess_token

The result of the above call is presented below:

{

"access_token":
"eyJhbGciOiJSUzI1NilsInR5cClgOiAiSIdUliwia2lkliA6ICItVmRST25ibzZ4aHdodOpLdURKWWZUeEhPSFIDW
HJIZHE4eGVMakFKMOIrIn0.eyJqdGkiOil4Yjg0ODc5YSImN2IXLTRiYzQtYWRIZCOOZTZMNGIOYWIzMmEiLCJI
eHAIOJEINjMONDUOMTksIm5iZileMCwiaWFOIjoxNTYzZNDQ1MTE5LCIpc3MiOiJodHRwczovL2NpLmFzaW
duby5yby9hdXRolL3JIYWxtcy9kZGNtliwiYXVkljpbInJIYWxtLW 1hbmFnZW11bnQiLCIhY2NvdW50I10sInN1Yil
61jU3Y2Z)YWMwWLTMANZEINGZmMS1iOTdmLTUAMGQyNGI2ZTdmNClsInR5cCl6lkIIYXJIcilsimF6cCl6ImRk
Y20tYXV0aHotY2xpZW50liwiYXV0aF90aW 1lljowLCJzZXNzaW9uX3NOYXRIIjoiZWY3MjFmNDItNjQwYiOOM
WY2LTkwNzQtYjVmNTZiNzZiZWMxliwiYWNyljoiMSIsImFsbG93ZWQtb3JpZ2lucyl6WylgllOsInJIYWxtX2FjY
2Vzeylbeylyb2xlcyl6WyJVR19VUOVSIiwib2ZmbGluzZV9hY2NIc3MiLCI1bWFYXV0aG9yaXphdGlvbilslkFQUF
9VUOVSII19LCIYyZXNvdXJjZVOhY2NIc3MiOnsicmVhbGOtbWFuYWdIbWVudCl6eylyb2xlcyl6WyJ2aWV3LWI
kZW50aXR5LXByb3ZpZGVycylsinZpZXctemVhbGOiLCItYW5hZ2UtaWRIbnRpdHktcHIvdmlIkZXJzliwiaW1wZ
XJzb25hdGlIvbilsInJIYWxtLWFkbWIuliwiY3JIYXRILWNsaWVudClsim1hbmFnZS11c2VycylsInF1ZXI5LXIYWxt
cylsinZpZXctYXV0aG9yaXphdGlvbilsinF1ZXJ5LWNsaWVudHMILCIxdWVyeS11c2VycylsimlhbmFnzS1ldmV
UdHMILCItYW5hZ2UtecmVhbGOiLCI2aWV3LWV2ZW50cylsinZpZXctdXNlenMilLCJ2aWV3LWNsaWVudHMiL
CItYW5hZ2UtYXV0aG9yaXphdGlvbilsim1hbmFnzS1jbGlibnRzliwicXVienktZ3JvdXBzII19LCIhY2NvdW50ljp7
InJvbGVzljpblm1hbmFnZS1hY2NvdW50liwibWFuYWdILWFjY291bnQtbGlua3MilLCJ2aWV3LXByb2ZpbGUi
XX19LCJzY29wWZSI6InByb2ZpbGUgZW1haWwilCJIbWFpbF92ZXJpZmllZClI6dHI1ZSwiYWRkecmVzeyl6e30sim
5hbWUiOiJDcmlzdGlhbiBUYXNsaXRjaGkiLCIncm91cHMIiOltdLCIwemVmZX)yZWRfdXNIcm5hbWUiOiJ0ZX
NOliwiZ212ZW5fbmFtZSI6IkNyaXNOaWFuliwiZmFtaWx5X25hbWUiOiJUYXNsaXRjaGkiLCJIbWFpbCl6ImNya
XNOaWFulLnRhc2xpdGNoaUBnbWFpbC5jb20ifQ.DvBzOMRZNVIUTEFXmaGVbCj8QC14inxYSVSO5Wjl30C3
SI-F1IDhyd14dw2RzWyTtuwrAjUhuHYC_YyhbWuzHgjxzopNdLbw_wJv5xW3Gr9IDGhzA3b-
AYO3K18ZdBca8--c240ULZOABtPI7D_wlgEGCwWVk68yB4tVhLOeF A-
mVTOVA_wZzoo3vZtQlgSWgNDwlekv_vx_sNEVOWBCcKAtwjE9YQ3rOv5NIbn66I1Bmy1R8z Z5n5GWqU7m7
kw3gklfpYDOtDzMMdROYdDJiuFwLROXVNqVvF4pXIkyyyckftbk6-
PO7EY8NxjfoHHZ8gphPIDzAvAYJDIsm4rOYavA",

"expires_in": 300,

"refresh_expires_in": 1800,

"refresh_token":
"eyJhbGciOiJIUzIINilsInR5cClgOiAiSldUliwia2lkliA6ICI3MWZiMzA4ZS11ZjUzLTRhYzAtYTQXOCOXY]jl4MWJjZ
TA20GEifQ.eyJqdGkiOiJmNzRiYWUOOSO10OWZILTRjZjItOTMyYSO3MmYXZGY2NzM2YTAILClIeHAIOJEINjM
ONDY5MTksIm5iZil6MCwiaWFOIjoxNTYzZNDQ1MTE5LCIpc3MiOiJodHRwczovL2NpLmFzaWduby5ybyShdX
RoL3JIYWxtcy9kZGNtliwiYXVkljoiaHROCHM6Ly9jaS5hc2Inbm8ucm8vYXV0aC9yZWFsbXMvZGRjbSIsInN1Yil
61jU3Y2Z)YWMwWLTMANZEINGZmMS1iOTdmLTUAMGQyNGI2ZTdmNClsInR5cCl6llIZnlIc2giLClhenAiOilkZ
GNtLWF1dGh6LWNsaWVudClsimF1dGhfdGItZSI6BMCwic2Vzc2Ivbl9zdGFOZSIEImVmNzIxZjQyLTYOMGItND
FmMNiIOSMDcOLWI1ZjU2Yjc2YmVjMSIsInJIYWxtX2FjY2Vzcyl6eylyb2xlcyl6WyJVR19VUOVSliwib2ZmbGluzZVv9
hY2NIc3MiLCJ1bWFfYXV0aG9yaXphdGlvbilslkFQUFOVUOVSII19LCIyZXNvdXJjZVIhY2NIc3MiOnsicmVhbGO
tbWFuYWdIbWVudCl6eylyb2xlcyl6Wyl2aWV3LWIkZW50aXR5LXByb3ZpZGVycylsIinZpZXctemVhbGOiLCItY
W5hZ2UtaWRIbnRpdHktcHIvdmlIkZXJzliwiaW1wZXJzb25hdGlvbilsInJIYWxtLWFkbWIuliwiY3JIYXRILWNsa
WVudClsiIm1hbmFnZS11c2VycylsInF1ZXI5LXIIYWxtcylsInZpZXctYXV0aG9yaXphdGlvbilsinF1ZXJ5LWNsaW




VudHMILCIxdWVyeS11c2Vycylsim1hbmFnZS1ldmVudHMIiLCItYW5hZ2UtemVhbGOiLCI2aWV3LWV2ZW5
OcylsInZpZXctdXNIecnMiLCJ2aWV3LWNsaWVudHMILCItYW5hZ2UtYXV0aG9yaXphdGlvbilsim1hbmFnZS1j
bGllbnRzliwicXVIcnktZ3JvdXBzII19LCIhY2NvdW50ljp7InJvbGVzljpbim 1hbmFnZS1hY2NvdW50liwibWFuY
WdILWFjY291bnQtbGlua3MiLCJ2aWV3LXByb2ZpbGUiXX19LCJzY29wZSI6InByb2ZpbGUgZW1haWwifQ.eb
Gya0jZOMELzmmMOib2bltOkjNNV5b4GtdXsu8FseKY",

"token_type": "bearer",

"not-before-policy": 1524055996,

"session_state": "ef721f42-640b-41f6-9074-b5f56b76becl",

"scope": "profile email"




Economic Operators

Description
Returns all economic operators to which the current user has access
Responses
HTTP Description Schema
Code
200 Successful operation List<REQD>
500 Internal error RESTException
Description
Returns details of a specific economic operator
Parameters
Type Name Description Schema
Path id The id of the Economic Operator string
required
Responses
HTTP Description Schema
Code
200 Successful operation REOD
404 Entity not found
500 Cannot get the specific economic operator | RESTException




Description

Creates new Economic Operator

Parameters
Type Name Description Schema
Body body The request for a new Economic REO
Operator
required
Responses
HTTP Description Schema
Code
200 Successful operation EOId
The id of the Economic
Operator
500 Cannot create the request RESTException
Description
Update an Economic Operator
Parameters
Type Name Description Schema
Body body The request for changing the CEO
details of an existing Economic
required | Operator
Responses
HTTP Description Schema
Code
200 Successful operation
404 Entity not found
500 Cannot create the request RESTException




Description

Deactivate an Economic Operator

Parameters
Type Name Description Schema
Body body The request to deactivate an DEO
existing Economic Operator
required
Responses
HTTP Description Schema
Code
200 Successful operation
404 Entity not found
500 Cannot create the request RESTException




Facilities

Description
Returns all facilities to which the current user has access
Responses
HTTP Description Schema
Code
200 Successful operation List<RFAD>
500 Internal error RESTException
Description
Returns details of a specific facility
Parameters
Type Name Description Schema
Path id The id of the Facility string
required
Responses
HTTP Description Schema
Code
200 Successful operation RFAD
404 Entity not found
500 Cannot get the specific facility RESTException




Description

Creates new Facility

Parameters
Type Name Description Schema
Body body The request for a new Facility RFA
required
Responses
HTTP Description Schema
Code
200 Successful operation Facilityld
The id of the Facility
500 Cannot create the request RESTException
Description
Update a Facility
Parameters
Type Name Description Schema
Body body The request for changing the CFA
details of an existing Facility
required
Responses
HTTP Description Schema
Code
200 Successful operation
404 Entity not found
500 Cannot create the request RESTException




Description

Deactivate a Facility

Parameters
Type Name Description Schema
Body body The request to deactivate an DFA
existing Facility
required
Responses
HTTP Description Schema
Code
200 Successful operation
404 Entity not found
500 Cannot create the request RESTException




Machines

Description
Returns all machines to which the current user has access
Responses
HTTP Description Schema
Code
200 Successful operation List<RMAD>
500 Internal error RESTException
Description
Returns details of a specific machine
Parameters
Type Name Description Schema
Path id The id of the Machine string
required
Responses
HTTP Description Schema
Code
200 Successful operation RMAD
404 Entity not found
500 Cannot get the specific Machine RESTException




Description

Creates new Machine

Parameters
Type Name Description Schema
Body body The request for a new Machine RMA
required
Responses
HTTP Description Schema
Code
200 Successful operation Machineld
The id of the Machine
500 Cannot create the request RESTException
Description
Update a Machine
Parameters
Type Name Description Schema
Body body The request for changing the CMA
details of an existing Machine
required
Responses
HTTP Description Schema
Code
200 Successful operation
404 Entity not found
500 Cannot create the request RESTException




Description

Deactivate a Machine

Parameters
Type Name Description Schema
Body body The request to deactivate an DMA
existing Machine
required
Responses
HTTP Description Schema
Code
200 Successful operation
404 Entity not found
500 Cannot create the request RESTException




Unit Level Unique Identifiers

Description

Returns all Unit Level Identifiers requested in the last 6 months

Responses

HTTP Description Schema

Code

200 Successful operation List<ISU>

500 Internal error RESTException
Description

Creates new Unit Level Identifiers

Parameters
Type Name Description Schema
Body body The request for the Unit Level | ISU
Identifiers. The ISU payload will be
required | extended with an urgency flag. In
case of an urgent request the recall
operation will throw an exception.
Responses
HTTP Description Schema
Code
200 Successful operation UIRequestld
The id of the request
500 Cannot create the request RESTException
Description

Returns the status of a specific request for Unit Level Identifiers



Parameters

Type Name Description Schema
Path requestld | The id of the request for Unit Level | string
ldentifiers
required
Responses
HTTP Description Schema
Code
200 Successful operation UlStatus
The status of the Unit
Level Identifiers Request
404 Entity not found
500 Cannot get the specific status RESTException
Description

Recall a specific request of Unit Level Identifiers. This can be performed in 24 working hours calculated

from the time of request.

Parameters
Type Name Description Schema
Body body The recall for a specific request of | RCL
Unit Level Identifiers
required

Responses

HTTP Description Schema

Code

200 Successful operation

404 Entity not found

500 Cannot recall the Unit Level Identifiers RESTException

Request. There are several types of

business exceptions foreseen for this call:

e Therequest is already recalled;




e Anurgent request cannot be
recalled;
e The codes are already generated,

and the request cannot be recalled.

Description

Returns the requested Unit Level Identifiers

Parameters
Type Name Description Schema
Path requestld | The id of the request for Unit Level | string
ldentifiers
required
Responses
HTTP Description Schema
Code
200 Successful operation IRU
The Unit Level Identifiers
404 Entity not found
500 Cannot get the specific status RESTException




Aggregated Level Unique Identifiers

Description

Returns all Aggregated Level Identifiers requested in the last 6 months

Responses
HTTP Description Schema
Code
200 Successful operation List<ISA>
500 Internal error RESTException
Description
Creates new Aggregated Level Identifiers
Parameters
Type Name Description Schema
Body body The request for the Aggregated ISA
Level Identifiers. The ISA payload
required | will be extended with an urgency
flag. In case of an urgent request
the recall operation will throw an
exception.
Responses
HTTP Description Schema
Code
200 Successful operation UIRequestld
The id of the request
500 Cannot create the request RESTException




Description

Returns the status of a specific request for Aggregated Level Identifiers

Parameters

Type Name Description Schema

Path requestld | The id of the request for string

Aggregated Level Identifiers
required

Responses

HTTP Description Schema

Code

200 Successful operation UlStatus
The status of the
Aggregated Level
Identifiers Request

404 Entity not found

500 Cannot get the specific status RESTException

Description

Recall a specific request of Aggregated Level Identifiers. This can be performed in 24 working hours

calculated from the time of request.

Parameters
Type Name Description Schema
Body body The recall for a specific request of | RCL
Aggregated Level Identifiers
required
Responses
HTTP Description Schema
Code
200 Successful operation




404 Entity not found

500 Cannot recall the Aggregated Level RESTException
Identifiers Request. There are several types
of business exceptions foreseen for this
call:
e Therequest is already recalled;
e Anurgent request cannot be
recalled;
e The codes are already generated,
and the request cannot be recalled.
Description
Returns the requested Aggregated Level Identifiers
Parameters
Type Name Description Schema
Path requestld | The id of the request for string
Aggregated Level Identifiers
required
Responses
HTTP Description Schema
Code
200 Successful operation IRA
The Aggregated Level
|dentifiers
404 Entity not found
500 Cannot get the specific status RESTException




